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GIRLS ONLINE
CYBERSAFETY
Why this booklet?
The Girls Online (GO!) Cybersafety project (GO! Cyber) aims to equip young women and
girls with the skills and resources to participate meaningfully and safely in cyberspace.
The project is implemented by CARE Vanuatu and Sista with the support of Australia’s
Cyber and Critical Tech Cooperation Program and ABC International Development.
The GO! Cyber project started with a series of co-design workshops, supported by
Portable Design Studio, with young women aged between 18-30 years old to understand
how young women and girls navigate cyberspace. While there have been interventions
to enhance cyber safety in Vanuatu in recent years, there is little research to understand
the experiences and behaviours of young women and girls in cyberspace.
The guiding principle of the GO! Cyber project is recognising young women as experts
of their own experience, so they led the identification and exploration of cyber safety
rights, experiences, and issues. The young women then proposed contextually relevant,
needs-based and practical solutions for their online safety, which included a series of
informative videos and this booklet.
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What is co-design?
Co-design is the process of identifying needs and developing responses together with
the people who are affected to ensure responses reflect their voices and experiences
and meet their needs.
In the GO! Cyber project, using a co-design approach2 has allowed young women to
share and explore their online experiences together in a way that creates agency,
promotes creativity and provides an opportunity for learning and empowerment for codesigners.

What is Cybersafety?
Cybersafety describes practices and behaviours to ensure that we create a safe online
environment for all. Supporting cybersafety means understanding the opportunities and
risks that online worlds present and learning how to protect ourselves, our families and
communities online.
Cybersafety is different from Cybersecurity1.

1

Cybersecurity describes the practices of defending computers, servers, mobile devices,
electronic systems, networks, and data from malicious attacks (Vanuatu National Cyber
Security Strategy 2030). This might include online scams (when attackers ask victims to
provide personal data) or phishing (when attackers ask users to click on a website link that
downloads a virus or takes them to an unexpected, often offensive or exploitative, website).
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What did we find out about Ni-Vanuatu young
women’s experiences and behaviours online?

2

1
Social media is an important tool
for connecting with friends and
community

Despite having limitations in accessing
the latest devices, young people are
comfortable using technology

Young women use social media to connect with their

Although many young women and girls do not have

friends, family and wider community online. Social

access to expensive phones or laptops, including some

media also provides a fast, easy and affordable way

cases of people sharing phones, they are comfortable

to connect with people living in the outer islands or

with using technology. Young people know how to

outside Vanuatu. Young women from rural areas are

hack accounts, access websites, read source codes

less exposed to widely used social media apps and

and download music illegally. They have an automatic

were more likely to use Facebook.

knowledge of technology and IT that allows them to
manipulate and use it to their advantage.
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Communicating online can lead to
misinterpretation of meaning from
peers or partners, which often leads to
violence

Young women from rural areas are
more likely to share a device with a
family member, partner or friend

Apps such as imo allow recipient to see what someone

partner or family member. Some groups of friends will

is typing in real time, rather than after they have sent

use each other’s devices to go online depending on

the message. Young women said that this can lead to

who has available data. While young women and girls

people attacking others over words they saw being

were not concerned about sharing devices, they noted

typed and then later deleted, or misinterpreting the

that in relationships a partner is usually in control of

meaning of something due to grammar errors.

when and how a device can be used.

Many young women share a device with either their

2

2

Bislama is an evolving language, with young people often creating new or adapted words and phrases. This can also lead to misinterpretation.
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Social media is where relationships
begin and exist

Many young women identified
themselves not only as victims of
bullying, but perpetrators

The stigma of being in a relationship and an increase
in access to online devices in Vanuatu has led to many

Young women face often challenges reporting

young women starting and pursuing real romantic

cyberbullying incidents because the perpetrator is a

relationships online. The reality of this means things young

friend or someone they know. Many young women

people do online, for example ‘liking’ someone’s photo, are

identified themselves as having participated in

treated the same as if they were done in person.

activities that would be classed as bullying or abuse.
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The internet and social media is a
powerful tool for women to find out
information

Online addiction is common among
young women and can negatively
affect their studies, relationships and
duties of care

Women use various platforms for learning, watching
tutorials, advocating, expressing themselves, and

Young women spoke openly about their addictions to

keeping up with the news. While they mentioned the

Facebook in particular. Some women reflected that

increase in misleading or false information online,

their use of Facebook or TikTok had caused them

many young women were comfortable in finding

to neglect caring for their child, mislead their family

reliable sources to seek out information.

about money required for basic needs (e.g. sanitary
products) to pay for more data or negatively impacted
their schooling or work.

9
Young women spoke about suicide
and suicidal thoughts as a real world
consequence
Young women spoke of increased cases of depression,
anxiety and suicidal thoughts as a result of cyberbullying
and image-based abuse. Participants shared examples of
young women abandoning their education and leaving the
community due to reputational damage, with no support.
9

What is Victim blaming?
Victim blaming occurs when a young women
who experiences a cybersafety incident (e.g.
sharing private images without consent)
is blamed for what has happened to them.
Victim blaming is often the result of social
expectations around appropriate behaviour for
men and women. If held responsible for the
inappropriate or illegal actions of others, victims
can internalise shame and be entirely rejected

How do these
challenges impact
young women and girls?

by friends, family, community members and/or
service providers.

Withdrawal
from society

Depression
and anxiety

Internal blame
and shame

When facing cybersafety

These challenges can impact an

Victims can carry a lot of internal

incidents many young women

individuals mental health a lot. They

blame and shame, which stops

feel unsupported by their family

can lead to feelings of sadness

them from addressing or reporting

members (who are sometimes also

and anger. Some women or girls

what has happened to them.

the source of the bullying). Where

may also want to hurt or confront

Widespread victim blaming in

their reputation is impacted, some

the person they see as causing

response to cyberbullying creates a

young women leave their homes,

the problem. For example, they

deep rooted belief in young women

making them vulnerable and

may want to confront another

that they are responsible for the

isolated.

woman they see as a threat to their

things that happen to them.

relationship. Comments on photos
and videos can also lead to high
levels of body image anxiety and
increase the pressure women feel to
look and behave in a certain way.

10

As already discussed, the young women identified a

The three main challenges were:

range of threats and challenges in relation to cyber

1. Lack of online protection and security

safety. Due to the ever increasing integration of online

2. Image-based abuse

and offline worlds, some of the challenges present

3. Cyberbullying

themselves both on social media, and in person.

To address these challenges, young women wanted to:

Build solidarity
and understanding
between women

Improve male
behaviour by
increasing
knowledge and
respect

Create better
guidelines,
policies and safer
communities

Young women want to create a

Young women want to support

Young women called for better laws

community where they can safely

men to learn and use positive and

and guidelines for communities

share experiences and be supported.

respectful approaches to conflict

from authorities and online service

Addressing internal fighting and

resolution instead of turning to online

providers. Clear, enforceable laws

increasing understanding and

abuse to deal with difficult situations.

and guidelines will help to protect

empathy amongst women can create

An outcome of this kind of approach

victims of online abuse and ensure

a reliable safety net for women, and

could also see young women gain a

perpetrators face consequences

begin the narrative of what kind of

greater understanding of their own

when private images are shared or

behaviour is unacceptable.

worth, and seek out partners who

used as blackmail. This includes

respect them.

a safer, fairer and more effective
process when women decide to
report these incidents to authorities.

Drawing from their experiences, young women wrote scripts for short videos on each of these challenges. The videos,
and this supporting booklet, aim to contribute to building solidarity among women, changing male behaviour and creating
better guidelines, policies and safer communities for us all.
The materials are for young women and girls, and their brothers and partners, parents and communities. They are also
for the cybersafety service providers that offer support to young women victims and perpetrators.
As Vanuatu’s online and offline worlds come together, it is critical that we learn how to navigate this new reality. We all
have a role to play in making our online world safe for all young women and girls. We thank and acknowledge everyone
who is walking this road with us towards a safe and inclusive online future.
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CYBERBULLYING
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Some signs that show you are being cyberbullied include:
Receiving online content that puts you down, frightens or embarasses you,
like people spreading rumours about you.
Being forced to give personal information (including images).
Someone creates a false identity using your personal detail.
Receiving content like sexual messages or images that you did not ask for.
Being stalked and harassed online.
Someone gaining access to your personal online accounts without permission
(hacking).

Cyberbullying is when a person or group
deliberately uses computer systems or
electronic devices and the internet to
intimidate, threaten or humiliate another
person. It might be from someone you know,
or it could be a stranger.

How serious is it?
The Cybercrime Act of 2021 creates an
offence of cyberstalking. Cyberstalking is
one form of cyberbullying. If you are found
guilty of cyberstalking the maximum penalty
is a fine up of to VT 1, 000, 000 or a term of
imprisonment not exceeding 3 years, or both.

Keep talking and
you will see what
happens next.

Becky, this guy
on TikTok dances
funny just like you!

While waiting for the bus after their skit practice, Lina
and Jemina tease Becky about her dancing. Becky is
offended and decides to take revenge by posting a
private TikTok video of Lina dancing from her personal
page onto a public platform.

Who did this?! It has to be
Becky as she did not look
happy when we made fun of
her with that TikTok dancer.

While on the bus, Becky posts Lina’s TikTok video
and hops off. Jemina notices that the passengers
are looking at their phones and laughing while
pointing at Lina.

Jemina receives a notification on their phone and
realizes why they are laughing. Lina’s private TikTok
video has been posted without her consent under
the title: “Awo mi wantem blanket long red dress ia”.

Storyline
OF THE VIDEO
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Jemina, look at these
sarcastic comments.
What if my parents
see them?

Lina, where are you? After what has
happenned, you cannot join the skit
anymore.
...But mom, I cannot leave the group.
We have a skit competition this Sunday.

Lina thinks about the sarcastic laughing she
heard from fellow bus passengers and the
cheeky comments posted online. Feeling
betrayed and ridiculed, she hesitates before
entering her home, fearing that everyone in
her village may have seen her video.
The girls come for skit practice
the next day.

Becky, why did you post a video of
Lina on a funny TikTok Facebook page
without her permission? Everyone
is posting negative comments and
resharing this video on other public
pages. Lina is deeply hurt by this.

Calm down, girls! We need to respect
each other online. Lina, Apologize to
Becky for teasing her. Becky, Apologize
to Lina for posting her video without
her consent.

Meriam, the youth president, encourages the girls
to reconcile and to respect each other. She also
reminds them about consent and that their actions
could be perceived as cyberbullying. Finally, she
advises them to report similar incidents in the
future to the Vanuatu Internet Governance Forum
or the Police to remove the video.

“We say NO to cyberbullying. Together we can promote
and protect our rights online, and together we can
improve cyber resilience in Vanuatu.”
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Themes

IDENTIFIED FROM THE VIDEO

Stand Together:
Respect other women’s
online privacy
There is a lack of support amongst young women as
they don’t confront online abuse in solidarity. Although all
young women face similar challenges, there is no safety in
solidarity. It is common for women to bully and turn their
backs on each other when someone becomes a victim
of online abuse or is seen as ‘showing off’ in their online
activity. In many cases, perpetrators of cyberbullying are
the victim’s own friends or partners. At the very least, the
person is known to them. In this case, Becky has posted a
video of her friend without her consent onto a public forum,
leaving Lina vulnerable to online bullying.

Say NO to
Cyberbullying
Young women often want to express themselves through
various social channels (e.g. TikTok and Instagram) but
judge and bully their peers for doing the same. This
can create problems between friends. In this example,
Becky reposts Lina’s individual private TikTok video and
encourages others to make fun of her. Lina feels shocked,
angry, and scared of damage to her reputation both in an
online and offline world.
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Seeking consent is
important
Social media allows individuals to keep in touch
with friends and extended family. It is also used for
individuals to share their own thoughts, feelings, and
insights online. If your friends or family are in your
pictures or videos, it is best practice to seek consent
before posting. In the film, Becky did not consider the
extent of the negative impacts of the post on Lina’s
reputation and her family.

Revenge is not a
solution
The culture of bullying and shaming in Vanuatu is rarely
challenged and often seen as a part of life in rural and
urban settings. Many young Ni Vanuatu have experienced
cyberbullying as both victims and perpetrators. In the film’s
opening scene, the three youth friends were happily watching
dancing videos. Lina suddenly teased Becky on the funny
Tiktok video. Becky takes revenge by posting Lina’s private
TikTok video on social media, thus causing her and her family
embarrassment. Revenge is not a solution - Lina was wrong
to tease Becky and Becky was wrong to take revenge by
posting Lina’s video on a funny Tiktok page.

Set appropriate privacy
and security settings
Online users should set appropriate privacy settings on their
social media accounts to prevent unwanted posts and leaking
of personal information. Other practices such as only accepting
friend requests from those you trust, and disabling the share
option of posts on social media, may reduce the likelihood of
users being victims to cyberbullying.
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Distress
In the final scene, Lina (victim) is
shown feeling hurt. She is distressed at
the thought of her familiy, friends, and
community seeing the TiTok video.
Lina experiences a lack of support
from her family members. For instance,
her mom attempts to prevent her from
participating in the skit.

Victim Blaming
Victim blaming is a typical response
to cyberbullying. It comes from a
deep-rooted belief in young women
that they are to be blamed or are
responsible for the unfortunate
things that happen to them. This is

Possible
Impacts

demonstrated by the bus passengers
and negative comments to Lina’s
video.

Reputational Damage
Her reputation and that of her family
and community may be damaged.

RELEVANT TO THE VIDEO

Moreover if she feels shame, it may
cause her to isolate herself and prevent
her from partaking in recreational
activities like skits in the future.

Read more
Becky (perpetrator) regarded her action
in taking revenge as a trivial matter.
However, she should have sought support
and advice from the youth leader instead
of posting Lina’s video on a public page.
There are responsible authorities,
including counseling services, to support
you with relevant information to maintain
18

safe online practices.
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All of these agencies can assist to refer crimes not
already identified to the Police (contact details can be
seen on pages 37 - 38).

CERTVU
Information to stay
safe online

TRBR

Block numbers and
disable social media
accounts

No

TRBR
OGCIO
CERTVU
VanIGF
VWC
VPF

KEY:

Yes

Contact social media
platform provider to
remove content and
provide information to
stay safe online

VanIGF

I’m not sure

Cyberbullying
Incident

Provide counselling
and/or legal
assistance and
support to all women
and girls, and boys
under 18

VWC

a crime?

Is what happened

Ask yourself:

Perpetrator

Telecommunications Radiocommunications and Broadcasting Regulator
Office of the Government Chief Information Officer
Computer Emergency Response Team Vanuatu
Vanuatu Internet Governance Forum
Vanuatu Women’s Centre
Vanuatu Police Force
Recommended referral path

Information to stay
safe online

OGCIO

Is there content
that needs to be
removed?

Referral
Map
Survivor

VPF

Will decide penalty if
guilty (fine, prison, or
both)

Court

Receive incident and
investigate

Yes

Mental Health
support

MindCare
Clinic

IMAGEBASED
ABUSE

Image-based abuse describes situations
where a person’s private images or videos
(usually sexual in nature) are shared without
their consent and often with the intent of
causing distress or embarassment to them.
In Vanuatu, victims are regularly girls and
women.

Dad, Kalo, and I
broke up a month
ago. He was seeing
another girl.

I’m sorry to hear that, but
it’s important to be with
someone who will make
you happy.

Hey Jessica, can
we hang out after
work?

Jessica’s Dad asks Jessica how her relationship with

What is there to talk about?
We are no longer together,
and I’ve already planned
something to do after work.

Kalo is going and comforts her when he learns they
broke up.

What kind of plans do you
have that is more important
than meeting me? Are you
seeing someone else?!

It’s none of your
business. We have
already broken up.

Jessica bumps into Kalo on her way to work.

Kalo gets angry at Jessica for not wanting to meet
Jessica, why are you not
replying to my messages,
and have blocked me on
messenger?! I just want
to talk.

him after work.

Kalo makes several calls to Jessica but gets
diverted to voice mail.

Storyline
OF THE VIDEO
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k about?
gether,
nned
er work.

Mommy, Kalo has posted
a private photo of me on
Facebook that I sent him
while we were still together!

Jessica, why did you send
such a photo in the first
place?!

Full of rage, Kalo posts a private photo of Jessica
on Facebook for everyone to see.

Jessica is shocked to see her private photo posted
publicly on Facebook.

Kalo, it is not right to publicly
shame my daughter on Facebook
using her private photo! In fact, do
you know what you did is actually a
crime?! My daughter and I are now
going to the Police to report you.

As a chief, should you
approach Kalo’s family to
fix this?

Jessica trusted Kalo with that
photo, and he betrayed her. This is
too serious of a matter for me as a
chief to handle. We need to go see
Kalo and then to the Police.

Jessica’s Dad recognizes that this could affect Jessica for
the rest of her life, and decides to help her report Kalo to
the Police.

Jessica’s Dad confronts Kalo and tells
him they are taking this matter very

I’ve come to report my
ex-boyfriend who shared
my private photo on
Facebook.

It is good that you have come to report
this. We have received similar reports in
the past and we investigate thoroughly
as Vanuatu’s law recognizes this act as
a serious crime.

seriously.

Jessica and her Dad report the case to the Vanuatu
Police Force.
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Themes

IDENTIFIED FROM THE VIDEO

Discourage
victim-blaming
Young women, like Jessica, have become victims after
their private images have been circulated online. Some
have had their faces edited onto indecent images and
resulted in them becoming victims of rumours and lies.
These all contribute to a culture of victim-blaming and
leave women vulnerable to attack no matter how private
or conservative they are in their relationships and online.
When we blame women for how their images are used
and shared, they can be rejected by their own families and
community, causing them to withdraw from society due
to the lack of support. Women may not report or address
what has happened to them because of the shame
they have internalized and the lack of support. Parents,
community members, and leaders are encouraged to
assist these victims and help report their issues to the
responsible authorities such as the police.
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Online public shaming
is NOT a solution to
relationship issues
Young women are having their private images exposed
online by partners when they feel rejected, jealous, or
threatened. Most perpetrators wrongly regard online public
shaming to be a first response solution to relationship
issues. As young women build their relationships online with
young men, they are commonly asked for private images
that are later used against them when their relationship
takes a turn. All online users should treat each other with
respect and uphold online ethical practices.

Maintain good
relationships and stand
up for each other
Parents and trusted community leaders should foster
open communication at home and within communities so
that young women feel safe in sharing their issues, and
confident to seek appropriate resolutions. For example,
the opening scene shows Jessica and her father having
an open conversation about her relationship with Kalo.
Jessica’s trusting relationship with her father enabled
her to get the support she needed when she became a
victim of image-based abuse.
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Reputational Damage
Jessica may suffer from negative
public scrutiny and stigma, which
may impact her reputation and
affect her education and job
opportunities.

Feeling Isolated and
Vulnerable
It is typical for victims of imagebased abuse to not turn to family,
friends, or their community for
support due to fear of rejection and
victim-blaming. This is reflected
in Jessica’s unsupportive mother.
Even if young women are aware
of their rights, they may not be
comfortable reporting incidents to

Possible
Impacts

relevant authorities for fear of being
shamed or blamed. Communities
should attempt to better understand
their issues and make them feel
supported.

Distress

RELEVANT TO THE VIDEO

Negative comments on photos and
videos on social media can cause
victims to experience distress,
including anger, guilt, depression,

Read more

anxiety, or low-esteem.
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Some Preventive
Measures
Do not send personal content (images, videos) to someone you do not know or trust.
Ensure that friends within any private online groups understand the concept of consent to ensure a safe cyberspace.
Cyberspace users need to be responsible risk-takers, evaluating the appropriateness, potential risk, and
consequences when sharing content online.

What can you do if
you are a victim?
Collect evidence (such as screenshots and links of the original posts), contact the police and report the incident.
If the images have been posted on a social media forum, the administrator is responsible for removing them. If they
don’t, report them to the Police, CERTVU and VanIGF.
Report the online content directly to the social media platform administrator for removal.
Get connected to a group that can support you mentally like the MindCare Clinic.
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All of these agencies can assist to refer crimes not
already identified to the Police (contact details can be
seen on pages 37 - 38).

CERTVU
Information to stay
safe online

TRBR

Block numbers and
disable social media
accounts

No

TRBR
OGCIO
CERTVU
VanIGF
VWC
VPF

KEY:

Contact social media
platform provider to
remove content and
provide information to
stay safe online

VanIGF

I’m not sure

Provide counselling
and/or legal
assistance and
support to all women
and girls, and boys
under 18

VWC

a crime?

Is what happened

Ask yourself:

Perpetrator

Telecommunications Radiocommunications and Broadcasting Regulator
Office of the Government Chief Information Officer
Computer Emergency Response Team Vanuatu
Vanuatu Internet Governance Forum
Vanuatu Women’s Centre
Vanuatu Police Force
Recommended referral path

Yes

Image-based abuse
Incident

Information to stay
safe online

OGCIO

Is there content
that needs to be
removed?

Referral
Map
Survivor

VPF

Will decide penalty if
guilty (fine, prison, or
both)

Court

Receive incident and
investigate

Yes

Mental Health
support

MindCare
Clinic
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LACK OF
ONLINE
PROTECTION

Girls lights out, it’s
already 9.00pm, no
more noise…

Vanessa - school head girl - informs all girls that the
lights will be out soon.

Ineth quietly removes Alia’s unlocked phone while
she is asleep and opens up a Facebook message
from a boy called Jeremy.

Ineth thinks it will be fun to impersonate Alia by
replying to Jeremy’s new messages with love and
heart emojis.

Ineth quickly deletes their messages and slowly puts
Alia’s phone back in her hand then goes off to sleep.

Storyline
OF THE VIDEO
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The next morning, Jeremy, Alia’s online
friend, starts to address Alia as “babe.” Alia is
shocked, and Jeremy sends Alia a screenshot
of their messages last night. Alia realises that
this could be Ineth’s doing.

Feeling ashamed and upset, Alia storms out of the dormitory
to confront Ineth.

Did you use my phone last night
and reply to Jeremy’s messages
using my FB account?! See, this is
the screenshot of the messages. He
now thinks we are in a relationship.

You didn’t ask me for
permission to use my
phone! You have now
ruined my reputation!

Ineth, it was wrong of you not to
respect Alia’s online privacy and
reply to her messages without her
consent...and Alia, you must set a
password on your phone to keep
your privacy safe at all times.

It was just for fun. Take it
easy. Your phone didn’t
even have a password.

I remember the government body “Vanuatu
Internet Governance Forum,” that came last
week to run awareness on these issues.
For more information, you can go to their
website, www.internet.org.vu.

Vanessa, the school head girl, advises the
girls to respect each other and to protect
their privacy with a phone password.

John, a classmate, speaks of how the Vanuatu Internet
Governance Forum can assist with advice regarding online
privacy. Finally, Ineth apologises for her irresponsible behavior.
31

Themes

IDENTIFIED FROM THE VIDEO

Respect other people’s
online privacy
It is common in Vanuatu for some friends to share mobile
phones to listen to music, play games, engage in social
media, or call family members. However, it is important to
always seek consent from the owner of the device before
using it. Even if you are borrowing someone’s device with
their permission, that does not mean you have permission
to use their personal social media platforms. Disrespecting
other people’s online privacy can create conflict between
friends and ruin someone’s reputation. In the opening scene,
Alia and Ineth were good friends. Yet, Ineth hurt Alia and
threatened their friendship when she decided to reply (as
Alia) to Alia’s Facebook friend with suggestions of love. Girls
need to respect each other in an online and offline worlds.
This includes asking permission to use other people’s
devices and not accessing other people’s social media
accounts.
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Setting strong
passwords
Young women feel social media’s safety policies do
not protect them. When something happens, they
feel they have very few ways to deal with issues
effectively and can end up responding by deleting
their account or withdrawing from social media to
combat the abuse they are receiving. Setting up a
strong password on your mobile phone is crucial
for online safety. It prevents others from accessing
your phone content without your permission and
protects your privacy. A combination of lower case
and upper case letters, numbers, and symbols is
safer over using personal information that can be
easily guessed, such as your name, island, or birth
date. You can also use your local dialect to create
a password. Avoid short passwords or sharing the
same passwords across other accounts.

Seeking consent is
important
It doesn’t matter how well you know a person –
they could be your best friend or sister. You still
have to seek permission before using someone
else’s device. Respect each other by getting their
agreement (consent) for you to use their device.

33

33

Damage to Friendship
Alia was emotionally hurt after
finding out what Ineth did without
her consent. Ineth didn’t realise that
her actions could destroy Alia’s trust
and ruin their friendship.

Possible
Impacts

Reputational Damage
Privacy breaches can leave young
women like Alia vulnerable to
reputational damage. When Alia
discovers what Ineth has done, she is

RELEVANT TO THE VIDEO

upset, shocked and ashamed. She can
no longer call herself Jeremy’s friend and
is worried about how other’s will view
her. She is nervous of going online again.

Read more
Parents, school, church and community
leaders can offer support by
encouraging young people to always
get permission to use other people’s
devices. It is a critical part of protecting
and respecting our online privacy.

34
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All of these agencies can assist to refer crimes not
already identified to the Police (contact details can be
seen on pages 37 - 38).

CERTVU
Information to stay
safe online

TRBR

Block numbers and
disable social media
accounts

No

TRBR
OGCIO
CERTVU
VanIGF
VWC
VPF

KEY:

Contact social media
platform provider to
remove content and
provide information to
stay safe online

VanIGF

I’m not sure

Provide counselling
and/or legal
assistance and
support to all women
and girls, and boys
under 18

VWC

a crime?

Is what happened

Ask yourself:

Perpetrator

Telecommunications Radiocommunications and Broadcasting Regulator
Office of the Government Chief Information Officer
Computer Emergency Response Team Vanuatu
Vanuatu Internet Governance Forum
Vanuatu Women’s Centre
Vanuatu Police Force
Recommended referral path

Information to stay
safe online

Yes

Lack of online protection
Incident

OGCIO

Is there content
that needs to be
removed?

Referral
Map
Survivor

VPF

Will decide penalty if
guilty (fine, prison, or
both)

Court

Receive incident and
investigate

Yes

Mental Health
support

MindCare
Clinic

REFERRAL
AGENCIES
The Government of Vanuatu, and its stakeholders, prioritizes the safety of its online
users and create responsibilities for Government agencies to protect them. Current
laws and policies include the Vanuatu’s National ICT Policy, Cyber Security Policy
and the Universal Access Policy (launched in 2014) and Vanuatu’s first National
Security Strategy which includes protecting individuals, the government, and the
private sector against cyber-crime and other malicious cyber activity (launched
2019).
In 2021, Vanuatu passed a Cybercrime Act, which criminalizes and sanctions
computer-related crimes and identifies procedures during cybercrime investigations.
The Act makes cyber stalking a crime with a fine up to VT 1, 000, 000 or
imprisonment not exceeding 3 years, or both. In October 2021, the National Cyber
Security Implementation Action Plan was launched.
The stakeholders responsible for developing cyber safety legislation and policies
include:

Vanuatu Internet

Vanuatu’s Computer

Telecommunications

Office of the

Governance Forum Emergency Response Radiocommunications Government Chief
Team

and Broadcasting

Information

Regulator

MindCare Clinic

Vanuatu Women’s

Vanuatu Police

Centre

Force
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Sista

Computer Emergency
Response Team
(CERTVU)

Vanuatu Internet
Governance Forum
(VanIGF)

CERTVU is the central cyber security information and

VanIGF fosters dialogue between stakeholders from

incident response hub for Vanuatu. It is a unit within

government, private sector, civil society, technical

OGCIO and serves to respond to malicious incidents

community and consumers on internet governance

penetrating Vanuatu’s Internet and IP communications

issues. Their work revolves around raising awareness

network. CERTVU works alongside government

to promote a better understanding of internet

agencies and other international and national

governance, share good policies and practices relating

partners to help Vanuatu be more resilience to cyber-

to the Internet and technologies, and address risks

attacks. CERTVU provides cyber security awareness

and challenges as they arise. VanIGF does not have a

and trainings, as well as consultation services to

decision-making mandate, but serves to inform and

individuals, organizations and communities on how

inspire those who do, and rely on donor funding to

to maintain cyber security hygiene. CERTVU and

implement their work.

Vanuatu Police Force recently signed an Memorandum
of Understanding (MOU) to establish and strengthen

25568 (Available Monday - Friday, 8am - 5pm)

collaborative efforts related to cybersecurity, incident
management, emergency response, and cybercrime

VanuatuIGF

and risk management.

www.internet.org.vu
Port Vila

33380 (Available Monday - Friday, 8am - 5pm)
CERTVU

Office of the Government
Chief Information Officer
(OGCIO)

wwwcert.gov.vu
incident@cert.gov.vu or info@cert.gov.vu
Port Vila

The OGCIO strives to ensure that the Government

Telecommunications
Radiocommunications
and Broadcasting
Regulator (TRBR)

Broadband Network is safe and secure at all times,
using the latest technologies and making it easily
accessible to all government employees throughout
Vanuatu. It also strives to ensure sound policy design
and development enabling increased connectivity and
ease of use for all citizens.

A statutory body operating independently from the
government that regulate telecommunications, radio

33380

communications and broadcasting services in Vanuatu.
TRBR may refer to Digicel and Vodafone if they

vanuatuogcio

receive any cyberbullying reports that require further

www.ogcio.gov.vu

investigation.

ogcio-inquiries@vanuatu.gov.vu

27621

Main Branch in Port Vila
Extension offices in all Provinces

TRBRVanuatu
www.trbr.vu
Port Vila
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To book a session or seek advise
Call 25764/24000 or Toll Free Line 161 (24/7)

Vanuatu Women’s Centre
(VWC)

Vanuatu Police Force
(VPF)
The Vanuatu Police Force upholds the safety and

Vanuatu Women’s Centre is a women’s rights

security of the nation through law enforcement. They

organization in Vanuatu, which provides services and

promote cyber safety measures through awareness,

support for women who are survivors of domestic

SMS texts, and adhoc webinars, and work closely with

violence. Their services include confidential optional

Cyber Safety Pasifika since 2018. The Vanuatu Police

counselling services, community education and

Force investigate cases, make referrals and advise

facilitating access to judicial and health services. VWC

victims on resolutions.

recognizes that online abuse is violence.

22222 (Available 24/7)

25764 (7:30am – 5:00pm everyday)

Toll Free Line 111 (Available 24/7)

Toll Free Line 161 (Available 24/7)

VanuatuPoliceForce

vanuatuwomenscentre

police.gov.vu

vwnc@vanuatu.com.vu

Headquarter in Port Vila

Main Branch in Port Vila

with offices in all other Provinces

Offices in all Provinces

Sista

Mind Care Clinic

Sista is a Vanuatu feminist, charitable organization

The Mind Care Clinic is located in Vila Central Hospital.

that works to create a world where women and girls

It is dedicated to provide psychiatric and psychological

are able to enjoy their rights and participate fully

treatment in the hospital and via community

in decisions that affect their lives. Sista uses arts,

outreach. The Mind Care team also provide training

media and communications to empower women and

and awareness to organisations in Mental Health

girls, raise awareness and advocate on issues that

Psychosocial Support and Psychological First Aid. The

affect them. You can find these materials and more

Mind Care Clinic strives to help people realise their own

information and resources on cybersafety for women

abilities, to cope with normal stressors of life, to work

and girls at www.sistalibrary.com.vu.

productively and to make a meaningful contribution
to their family and community. The Mind Care Clinic

sistavanuatu

recognises that negative cyberspace experiences can

www.sista.com.vu

impact a person’s mental health.

Port Vila
Toll Free Line 112 Ext. 1081
Available Monday - Friday, 8am - 5pm
mentalhealthvanuatu
Main Branch in Port Vila
Nurse Representatives in all Provincial Hospitals
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REFERRAL
PATHWAYS
The following referral map includes support
available to victims and perpetrators of
cybersafety challenges facing young
women. It is important to remember that
young women can be both victims and
perpetrators of cyberbullying and abuse and
may have a need to access support services.
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All of these agencies can assist to refer crimes not
already identified to the Police (contact details can be
seen on pages 37 - 38).

CERTVU
Information to stay
safe online

TRBR

Block numbers and
disable social media
accounts

No

TRBR
OGCIO
CERTVU
VanIGF
VWC
VPF

KEY:

Survivor

Contact social media
platform provider to
remove content and
provide information to
stay safe online

VanIGF

I’m not sure

Provide counselling
and/or legal
assistance and
support to all women
and girls, and boys
under 18

VWC

a crime?

Is what happened

Ask yourself:

Perpetrator

Telecommunications Radiocommunications and Broadcasting Regulator
Office of the Government Chief Information Officer
Computer Emergency Response Team Vanuatu
Vanuatu Internet Governance Forum
Vanuatu Women’s Centre
Vanuatu Police Force

Yes

e.g. cyberbullying, imagebased abuse, lack of online
protection, and others

Cybersafety Incident

Information to stay
safe online

OGCIO

Is there content
that needs to be
removed?

Referral
Map

VPF

Will decide penalty if
guilty (fine, prison, or
both)

Court

Receive incident and
investigate

Yes

Mental Health
support

MindCare
Clinic

No

APPENDIX
Tips to promote Cybersafety
Protect your Device
Use a strong password for your device, keep it private and change it regularly.
Update your device regularly.
Update your apps regularly.

Protect your Account
Use a strong password for your account, keep it private and change it regularly.
Only talk to people on the internet that you know and trust.
Turn off Location Services on your phone or device.

Protect your Information
Never send photos to someone that you don’t know or trust.
Never share your personal information.
Avoid sharing any inappropriate images or videos, especially with identifiable features like your face or tattoos.
Check your privacy and security settings.

Practice good Netiquette
Think before you post something on the internet about another person.
Learn how to block and report people on the sites you use.
Have respectful relationships – respect for each other, for our privacy and for our rights.
Do not troll, and report online abuse.
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